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General advice

Ensuring the security of your social media accounts is crucial.

Here are some general tips that apply to most platforms:

ay

. Strong and Unique Passwords:

Use unique passwords for each social
media account.

Create strong passwords with a mix

of uppercase and lowercase letters,
numbers, and special characters.

Avoid using easily guessable
information like birthdays or

common words.

2. Two-Factor Authentication (2FA):

Enable 2FA whenever possible. It adds

an extra layer of security by requiring
a second verification method (such
as a text message or authentication
app) in addition to your password.

w

. Beware of Phishing:

Be cautious of suspicious emails,
messages, or links. Scammers often
impersonate social media platforms
to steal login credentials.

Verify the legitimacy of any requests
for personal information.

4. Privacy Settings:

Regularly review and adjust your
privacy settings. Limit who can see your
posts, friends list, and personal details.

Be mindful of what you share publicly.

5. App Permissions:

Be selective when granting
permissions to third-party apps. Only
allow access to necessary information.

Periodically review and revoke access

for apps you no longer use.
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6. Regularly Update Apps and Devices:

e Keep your social media apps and
devices up to date. Updates often

include security patches. CONTENTS

« Use official app stores to
download apps. LinkedIn

7. Secure Your Email Account:

. . Facebook
¢ Your email account is often
linked to social media accounts. WthSApp
Ensure its security with a strong

password and 2FA. X

8. Log Out from Shared Devices:

Instagram

o Always log out from public or shared

computers or devices.

o Clear browser cache and cookies
after use.

9. Monitor Account Activity:

e Regularly check your account activity
for any unauthorised logins or
suspicious actions.

o Set up alerts for unusual activity.

10. Educate Yourself:

e Stay informed about common social
media scams and security threats.

» Read official security guidelines
provided by the platform.

Proactive measures can
significantly reduce the
risk of unauthorised
access and protect your
personal information.
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Best Security Practices:

Messaging & social
media platforms

LinkedIn security guide

https://www.linkedin.com/help/linkedin/answer/a1375084

The LinkedIn settings option is found at the bottom of the page

About Accessibility Talent Solutions
Community Guidelines Careers Marketing Solution

Privacy & Terms ¥ Ad Choices A

Sales Solutions Mobile Small Business

@ Questions?

¥ Manage your account and privacy

Enable 2-factor authentication (2FA)

@ Settings
2 Account preferences
@ Sign in & security
© Visibility

@ Data privacy

E Advertising data

»

Notifications
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& Back

Two-step verification

Two-step verification on. ()

Sign-in security prompt

f you have push notifications er

your sign in before you

Change verification method

Can't access your authentication codes? Generate your recovery codes.

Learn more 2
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Add a phone number

@ Settings

2 Account preferences

| @ Signin & security
© Visibility
@ Data privacy

[E Advertising data

»

Notifications

€ Back

Phone numbers

Phone numbers you've added

on't be displayed on your profile.

Make primary ~ Remove

and connect
umber used. Learn more

Add phone number

Don’t Sync your contacts and calendar

@ Settings

‘ 2 Account preferences

@ Sign in & security

Syncing options

Don’t share your data with researchers

@ Settings

2 Account preferences

& Sign in & security

@ Data privacy

Sync calendar >
Sync contacts >
€ Back

Data research
Can we enable trusted third-party partners to use data about you for social, economic, and workplace research?

Use data for research

4

Don’t share your data with advertisers

@ Settings

2 Account preferences
& Sign in & security
© Visibility

@ Data privacy

E Advertising data
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€ Back
Profile data

Can we use your profile photo and profile information (i name or company) to personalize the content of ads,
such as job ads?

Profile data on ads o @)

Only you can see ads with your photo, Chan
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Facebook security guide

Select ‘Settings and Privacy’

Settings & privacy

Help & support
Display & accessibility
Give feedback

Log out

@ Edit cover phorilg

+ Addtostory ¢ Editprofile  ~

Select ‘Password and Security’

Settings & privac
g 2 Y Find the setting you need

00 Meta

Accounts Center
Manage your conne: cour Most visited settings

X B 4

Blocking Activity log Dark mode

Tools and resources

rol and man
8 Privacy Checkup

& supervision Looking for something else?

Select ‘Add Extra Security to Your Account’ and select how you want to authenticate

- Facebook
Add extra security to your account

Two-factor authentication protects your account by requiring an
additional code when you log in on a device we don't recognize.

Choose your security method

Authentication app

- We'll recommend an app to download if you
don't have one. It will generate a code you'll enter when you
login.

Text message (SMS)
We'll send a code to the number yo!

Security keys

Use physical security keys to protect your account from
unauthorized access. You must have this key with you to login
from an unrecognized device.
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Go back to the settings and privacy menu and select ‘Off-Facebook Activity’

Settings & privacy

@ Learn how to manage your
information

formation

r Facebook information.
Access your information
@ Download your information
Transfer a copy of your infﬂnation

Off-Facebook activity

Resources

Select ‘Clear Previous Activity’ and then click the ‘Clear’ button

Your activity off Meta technologies

Your activity off Meta technologies includes information that

businesses and organizations share with us about your interactions

with them such as visiting their apps or websites.

Learn more about activity off Meta technologies

What you can do
You can control or disconnect the information busin

Recent ac
akamai.com, mitel.com, and more

@ Disconnect specific activity
Tl Clear previous activity

(© Manage future activity

<

Clear previous activity

Your activity history will be disconnected from your account.
Clear previous activity

)
",6 Facebook

Select ‘Manage Future Activity’ and then select ‘Disconnect Future Activity’

6

Your activity off Meta technologies

Your activity off Meta technologies includes information that

businesses and organizations share with us about your interactions

with them such as visiting their apps or websites.
U Learn more about activity off Meta technologies

What you can do
You can control or disconnect the information businesses send to Meta.
@ Recent activity

You have no available activity to show at this time.

@ Disconnect specific activity

@ Clear previous activity

(© Manage future activity
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<

Manage future activity

Used for 1account v

Connect future activity
We'll connect information that businesses and organizations
send us about your interactions with them.

Disconnect future acti
We'll disconnect information that businesses and
organizations send us about your interactions with them.

If you decide to disconnect your future activity, we'll also clear your previous
activity.

Continue
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Go back to the menu and select ‘Login Alerts’ then select how you wish to be notified

00 Meta

Accounts Center

Manage your connected experiences and
account settings across Meta technologies
like Facebook, Instagram and Meta Horizon.

& Profiles

& Connected experiences
Account settings
® Accounts

Personal details

QO Password and security

{ Yourinformationand
8 permissions

& Ad preferences

B MetaPay

Password and security

Login & recovery

Manage your passworas, login prererences and recovery metnods.
Change password
Two-factor authentication

Saved login

Security checks
ses by running chec

Where you're logged in
Loginalerts
Recent emails

Security Checkup

<

Chris McAndrew - Facebook
Login alerts

© 'n-app notifi

& Email

& Email

Return to the menu and select ‘Security Checkup’

00Meta
Accounts Center

Manage your connected experiences and
account settings across Meta technologies
like Facebook, Instagram and Meta Horizon.

& Profiles

& Connected experiences
Account settings
[QRET

Personal details

Q Password and security

G Your information and
8 permissions

H  Ad preferences

B MetaPay

Password and security

Login & recovery
Manage your passwords, login preferenc ery methods.

Change password
Two-factor authentication

Saved login

Security checks

Review security issues by running checks across apps
Where you're logged in
Login alerts
Recent emails

Security Checkup

Follow the prompts and adjust as required

How to keep your account secure
You're all set. No security actions are recommended at this time.

" Your password is OK
) Two-factor authentication is on

A Login alerts are on
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WhatsApp security guide

Enable two-step verification by first tapping on the menu

alF @ b3 100%@’-12:24

WhatsApp

Chats o Updates ®

Select ‘Settings’

3 100% @) 12:25

WhatsApp @ Q

Chats o

New group

New broadcast

Linked devices

Starred messages

Settings

Select ‘“Two-Step Verification’ and follow the prompts

AR E 3 100% @) 12:25

< Account

@  Security notifications

Ze  Passkeys

Email address
Two-step verification

[ Change number
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To disable automatic cloud backups, in the settings menu tap ‘Chats’

3 100% @) 12:30

Q

2 BIOCK contacts, disappearing
messages
= Avatar

Create, edit, profile photo

h
= Chats

Theme, wallpapers, chat history

a Notifications
; Message, group & call tones

Then tap ‘Chat Backup’

3 100% @) 12:31

Media visibility 0
Show newly downloaded media
in your device's gallery

Font size
Medium

&> Chat backup

Tap on ‘Frequency’ and select ‘Never’

% 100% @) 12:31

< Chat backup

Google Account
None selected

Frequency
Never
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To turn on security notifications tap on ‘Account, then tap ‘Security notifications’

3 100% @) 12:32

¢ Settings Q

Chris McAndrew
> é Hey there! | am using...
emias

©

Account

? Security notifications, change
number

Privacy

3 100% @) 12:32

Security notifications

Z¢  Passkeys

Email address

Two-step verification

Tap ‘Show security notifications on this device’

3 100% @) 12:33

< Security notifications

Your chats and calls are private

End-to-end encryption keeps your personal
messages and calls between you and the
people you choose. Not even WhatsApp can
read or listen to them. This includes your:

H Text and voice messages

R, Audio and video calls

% Photos, videos and documents
° Location sharing

@ Status updates

Learn more

Show security notifications on O
this device

Get notified when your security code

changes for a contact's phone in an

end-to-end encrypted chat. If you have

multiple devices, this setting must be

enabled on each device where you want

< ©) O
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X (Twitter) security guide

To help keep your account secure, we recommend the following best practices:

. Use a strong password that you don’t reuse on other websites.

. Use two-factor authentication.

. Require email and phone number to request a reset password link or code.
e Be cautious of suspicious links and always make sure you're on twitter.com before you enter your login information.

. Never give your username and password out fo third parties, especially those promising to get you followers, make you
money, or verify you.

. Make sure your computer software, including your browser, is up-to-date with the most recent upgrades and anti-virus
software.

o Check fo see if your account has been compromised.

See the full guide here : https://help.twitter.com/en/safety-and-security/account-security-tips

To setup Two factor authentication tap your user image in the top-left, then tap ‘Settings and privacy’, then ‘Security and account access’

& Spaces

Settings
B3l Monetization

Your account

Settings and Support Security and account access

{}  Settings and privacy

®  Help Center

Monetization

Y Purchases Brsmium

Tap ‘Security’ and then "Two-factor authentication’. You can then setup how you want to receive an authentication code.

12:23 71 all ¥ @m)

& Security and account access Security

Two-factor authentication

Two-factor authentication

Apps and sessions Additional password protection

Password reset protect

Connected accounts
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To activate the feature where you require additional information to reset the account password, tap your user image in
the top-left, then tap ‘Settings and privacy’, then “Your account’

& Spaces

Settings
B3l Monetization

Your account

Settings and Support Security and account access

&

Monetization

®  Help Center

Y Purchases Bremnim

Ensure you have added a phone number and email address

< Account

Username

Country

Then in the Security section of your account settings ensure ‘Password reset protect’ is activated

c Security

Two-factor authentication

Two-factor authentication

Additional password protection

Password reset protect
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Instagram security guide

There are several things you can do to help keep your account safe:

Turn on two-factor authentication for additional account security.

Think before you authorize any third-party app, you should never share your login information with an app you don't trust.

If you give these apps your login information, whether with an access token or by giving them your username and password,
they can gain complete access to your account.

Pick a strong and unique password that you haven’t used for other accounts. Use a combination of at least six numbers,
letters and special characters (like I$@%), and try to avoid repetition.

Change your password regularly, especially if you see a message from Instagram asking you to do so. During automated
security checks, Instagram sometimes recovers login information that was stolen from other sites. If Instagram detects that

your password may have been stolen, changing your password on Instagram and other sites helps to keep your account

secure and prevent you from being hacked in the future.

Download your data. You can keep a backup of your data by requesting a copy of everything you’ve shared on Instagram in

a machine readable HTML or JSON format. Note: You'll need your Instagram account password to request this information.

Log out of Instagram when you use a computer or phone you share with other people. Don’t check the “Remember me” box

when logging in from a public computer, as this will keep you logged in even after you close the browser window.

See the full guide here : https://help.instagram.com/566810106808145%helpref=faq_content

Tap the user icon in the bottom menu, then ‘Settings and activity), then ‘Accounts centre’ and then ‘Password and security’.

Settings and activity

Account settings

Your account O Password and security

@ f\CCO < Personal details

E‘g Your information and permissions

Within the ‘Password and security’ menu you can setup “Two-factor authentication’, ‘Login alerts’ and run a ‘Security checkup’.

<

Security checks
Review security issues by running checks across apps, devices and emails
sent.

Password and security

Login & recovery

Manage your passwords, login preferences and recovery methods.

Where you're logged in

Login alerts
Change password

o Recent emails
Two-factor authentication

Saved login Security Checkup
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To download all your information from Instagram, tap the user icon in the bottom menu, then
‘Settings and activity, then ‘Accounts centre’ and then “Your information and permissions’.

Account settings

< Settings and activity O Password and security

Q Search .
N Personal details

Ir account
Your information and permissions

Accounts Centre

Ad preferences

Meta Pay

Then tap ‘Download your information’

Your information and permissions

Download your information

Transfer a copy of your information

Search history

View, download or transfer your information and activity on our apps.

Your activity off Meta technologies
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